Microsoft Authenticator
GRS Instructions

NUCLEAR, SECURITY & ENVIRONMENTAL

OIL, GAS & CHEMICALS

IS&T is ready to release a new two-factor solution that frees you from your token!
Microsoft Authenticator, also known as MFA, will allow you to confirm your identity
through either a smartphone application or a phone call to a standard phone. If you love
newer technologies, you can also authenticate using either your fingerprint or a swipe on

a smartwatch!

To register for Authenticator, visit the Multi-Factor Authentication site and use your Bechtel

user name and password to Log In.
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Multi-Factor Authentication User Log In

ul Test your account

Authenticate
Username

© 2016 Microsoft. Al fights reserved.
Password
Log In

You can choose to authenticate through either a phone call or through the Microsoft
Authenticator app, which is available in both the Google Play and Apple App stores.
Anyone with an active Bechtel account and a mobile phone number in ‘MyInfo’ will be
initially configured to authenticate via the phone call method, but this can be easily
updated.
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https://mfa.becpsn.com/up/
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'7 To change your authentication method, select either ‘Phone Call’ or ‘Mobile App’

Multi-Factor Authentication User Setup

To enable Multi-Factor Authentication for your account using the mobile app,
you'll first need to install the Microsoft Authenticator app on your phone and

then click the Generate button below to receive an activation code. The activation

code will be entered in the mobile app to complete the activation process. The

a Test your account activation code expires in 10 minutes.
Authenticate
WVersion 7.12
€ 2016 Microsoft. All ights reserved. Phone Call
Mobile App |

After installing the Azure Authenticator app on your phone, click the button to generate an activation code,

[ Generate Activation Code || Cancel |

Phone Authentication:

1. If you prefer to authenticate using a phone call, select the ‘Phone Call’ method,
enter your phone information, and create a 4-digit PIN. Once complete, click

‘Next'.

Multi-Factor Authentication User Setup
—

To enable Multi-Factor Authentication for your account, please specify the phone -

number you will use to authenticate and a PIN.

Method
PRIMARY
Phone

United States & Canada +1 v|[240 344 7343

Extension
| W |

BACKUP

Phone

[ United States & Canada +1 v|[571 352 6996

Extension

I Create a 4-digit PIN to use each time you authenticate. I

Confirm PIN

Cancel
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2. You can use the ‘Test your account’ link to confirm your change was successful.

Main | Log Out

Welcome

Account Configuration Complete

Your account has been configured to use Multi-Factor Authentication,

s My Account When you sign on, you will continue to use the same username and password. Before your verification is complete, you
™ Change Method will receive a notification asking you to launch the Azure Authenticator mobile app and enter your PIN to confirm your
Change Phane sign on. If you don't confirm the sign on by entering your PIN and pressing #, the sign on will be denied,

Change PIN

Activate Mobile App You should only enter your PIN when you receive the Azure Authenticator mabile app notification if you are actually

signing on to the application. Otherwise, someone may be trying to sign on with your username and password and you
o Test your account should report this potential fraud to your IT administrator.
Authenticate

Return to the Multi-Factor Authentication portal at any time to change your PIN.
Version 7.12

B 2016 Mic ft. All rights red. . .
R Manage your Multi-Factar Authentication account by selecting an aption below. Select the Help icon (tap right) for

assistance.

Mobile App Authentication:

1. |If you prefer to authenticate using the Authenticator mobile application, select the
‘Mobile App’ method and visit either the Google Play Store or Apple App Store to
install the Microsoft Authenticator app.

Note: Do not click ‘Generate Activation Code’ until you have the application
installed on your mobile device!

Multi-Factor Authentication User Setup

To enable Multi-Factor Authentication for your account using the mobile app,
you'll first need to install the Microsoft Authenticator app on your phone and
then click the Generate button below to receive an activation code. The activation

code will be entered in the mobile app to complete the activation process. The
'a Test your account

Authenticate

activation code expires in 10 minutes.

Version 712

& 2016 Microsoft. Al ights reserved. Phone Call

After installing the Azure Authenticator app on your phone, click the button ta generate an activation cade.

[ Generate Activation Code || Cancel |
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R Approve sign in?
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Business Similar

Cancel Verity

Quickly and securely verify your identity online, for
all of your accounts.

READ MORE
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2. If prompted, you will need to grant Authenticator permission to send you
notifications.

<

“Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,

sounds, and icon badges. These can
be configured in Settings.

Don't Allow

3. Once installed, open the application and select ‘Add Account’.
App Sto... eee00 F 1:55 PM @ 3} W

= Accounts o Accounts +

Ready to add your first
account?

One tap to verify your identity

= Add account

ADD ACCOUNT

4. Select ‘Work or school account’ to ensure you are configured correctly.

<  Add account X

What kind of account are you adding?

=- Personal account @
=. Work or school account @

R Other account (Google, Facebook, etc.) @
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5. You will need to allow Authenticator to take pictures so you can link your Bechtel
profile to the app.

“Authenticator” Would Like to
Access the Camera
May be needed to scan QR code to

Allow Authenticator to take

i ?
pictures and record video? add a new account

Dortt Alow

6. Now you can click the ‘Generate Authentication Code button from your web
browser.

Multi-Factor Authentication User Setup —

—
—_

To enable Multi-Factor Authentication for your account using the mobile app, —

you'llfirst need ta install the Microsoft Authenticator app on your phone and =

then click the Generate button below to receive an activation code, The activation s

code will be entered in the mobile app to complete the activation process. The

activation code expires in 10 minutes.

Method

Mobile App ¥

After installing the Azure Authenticator app on your phone, click the button to generste an activation code.

|| Generate Activation Cade i\ Cancel |
1

7. Your browser will now display an Activation Code and URL. Once you type this into
your phone, your mobile registration process will be complete.

Activation Code

087 441 273

URL

https://mfa.becpsn.com/PA

[ Generate New Activation Code |

Back
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8. The final step in the process is to create a 4-digit PIN. Enter your PIN and then
click ‘Next’ to complete the registration.

Multi-Factor Authentication User Setup

Follow the instructions below to activate the Microsoft Authenticator app on your

phane and test an authentication using the mobile app.

) Test your account

Authenticate
Open the Authenticator App, Add a new account and select "Work Account”. When prompted, hold the phone camera

o up to the below OR code.

© 2016 Microsoft. Al rights reserved.
Activation Code

770 137 926

URL

[ Generale New Aclivalion Code |

Create a 4-digit PIN to use each time you authenticate,

Confirm PIN

After activation is complete, click Mext to continue the setup process.

Main | Log Qut

© Help

Welcome

Account Configuration Complete

Your account has been configured to use Multi-Factor Authentication,

When you sign on, you will continue to use the same username and password. Before your verification is complete, you

My Account ) B ’
- Change Methad will receive a notification asking you to launch the Azure Authenticator mobile app and enter your PIN to confirm your
Change Phane sign on. If you don't confirm the sign an by entering your PIN and pressing #, the sign on will be denied
Change PIN

. . You should anly enter your PIN when you receive the Azure Authenticator mobile app notification if you are actually
Activate Mobile App

signing on to the application. Otherwise, someone may be trying to sign on with your username and password and you
n Test your account should report this potential fraud to your IT administrator.

Authenticate

Return to the Multi-Factor Authentication portal at any time to change your PIN.
Version 712

© 2016 Microsoft. All igh ed.
e s s Manage your Multi-Factor Authentication account by selecting an option below, Select the Help icon (top right] for

assistance,
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